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and of replacement materials, excluding the valuthe
ABSTRACT energy that was not sold due to these acts of Vianda

In the last decade the price of copper has quadmipin (Figure 1 and 2).
the last year it has doubled compared to previceey.

This price increase has contributed to the growing
market of used and scrap, with copper being araative
market worldwide. The theft of copper is not a
phenomenon confined to the Portuguese market. The
rocketing international price of this raw materiain
recent years, has boosted this crime all over thddy

In Portugal, the theft of copper has already expathtb
several regions and sectors of activity, but itinsthe
energy sector that its impact is more significdrite theft

of overhead line copper conductors and other
distribution network equipments containing coppeas h
increased significantly between 2008 and 2011. Mdst
the increase has occurred in isolated and ruralesre
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INTRODUCTION Lo Dewasn 475 nd e60ke

EDP Distribuicdo (EDP D) is the Distribution System F o B imantsne

Operator (DSO) in Portugal and a member of the EDP Figure 1 — National theft impact

Group Energias de Portugal. In Portugal, EDP D atesr

80 thousand km of HV (60 kV) and MV (6 to 30 kV) Total costs

networks, over 400 HV/MV and MV/MV substations and I (accumulated values)

60 thousand MV/LV Secondary Distribution Substagion  8° |

(SDS), with a total power capacity around 18.700A1V L R A A R N I R R B -

The LV distribution grid is about 140 thousand kond. 140

At the end of 2011, EDP D had more than 6 million *2°

customers [1]. 100 /
8,0 - Y

Copper is attractive to the electric utility indysbecause 6,0 ‘ A/“"’:

it is an excellent conductor of electricity, it iss a5 s ”////___.’———

corrosion, and in spite of recent price increasess 20 / m—

inexpensive relative to alternate metals over time. op

Because of its properties of high ductility, matigigy, Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

and electrical conductivity, it has become the hemark ——2008 ——2010 A e

for almost all types of wiring. All over the worldtilities

have become targets of copper theft because tons of Figure 2 — Evolution of the thefts’ total costs map
copper are used in each electric utility substatinastly

in transformers. Utilities also keep large concatitins of

copper wire at utility construction sites and sggrgards,

in the back of utility trucks, and in transmissiamd

distribution lines [2].

PAST: CONSTRUCTIVE SOLUTION

STATE-OF-THE-ART As a DSO, which is fully committed to respond te th
The accumulated losses in EDP D between 2010 and th needs and expectations of clients, EDP D has been
first half of 2012 reached 30 million euros (abdi systematically adopting new constructive solutif8isto
thousand thefts). This sum represents the costludrl mitigate the existing and the adverse consequehee$o
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the occurrence of thefts in distribution networks,

including:

making the switches in secondary substations
inaccessible;

welding the metallic structures that support the
power transformer in secondary substations
(Figure 3);

Figure 3 — Power Transformer welded to the metallic
structures

installing devices that prevent thieves from
easily climbing the poles (Figure 4);

Figure 4 — Example of devices that prevent thieves
from easily climbing the poles

establishing earth connections using aluminum,
instead of copper.

Besides, all these technical solutions, that hawgtdd
geographical scope, EDP D, with other affected
companies, has been focusing in awareness of civil
society and Government authorities for the negative
impacts in national economy, with measures thatehav
huge geographic scope:

involving National Security Forces (Police) in
relevant joint action;

instilling the awareness and the cooperation of
the public opinion;

influencing new laws and market rules for all
actors in the chain, namely storekeepers, scrap
dealers, foundries and recyclers.

Putting aside the measures taken to gain awarenéss
civil society and the Government authorities, mahyhe
other constructive solutions had poor results aiddndt
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prove their efficiency in the fight against theftSpower
equipments.

So far, the evolution of Smart Grids has been mostl
driven by objectives of both smart metering andrgye
efficiency. One of the main advantages of the Smart
Grids is the utility information network, which drlas
more real time operational intelligence, as well
connectivity and observability further down inteethrid
and across the electricity supply chain. These tians
allow prompt detection of thefts of SDS assets Wtioe
relatively more vulnerable equipments that existairge
numbers scattered throughout the territory Portugal

as

PRESENT: “CAMPO SEGUROQO”

Located in central Portugal, the “Campo Seguro’jgob
involves national authorities, security forces (&) and
technology manufacturers in the development of a
regional pilot platform to fight against thefts in
agricultural areas which concentrate most of tteesge of
vandalism.

In “Campo Seguro” project, EDP D installed 225 gmar
low-cost sensors (Figure 5) in outdoor aerial power
transformers mainly used for power supply to the
agricultural infrastructure in Santarém area, tleridt
most affected by this problem. The sensor is eqdpp
with 3-axis accelerometer, which can measure thgcst
acceleration of gravity in tilt-sensing applicatioms well

as the dynamic acceleration resulting from motshmck,

or vibration. It has GPS tracking and fault energy
detection.

=

Figure 5 — Smart low-cost sensors

Using the wireless public network (GPRS/GSM), the
sensor sends status information and alarms todte |
police management crisis room. At the same time, th
sensor sends text messages to EDP D dispatching
premises, which interact with police in order td fault
alarms and avoid unnecessary intervention (Figure 6
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Figure 6 — “Campo Seguro” Communication
Topology
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It was necessary to use reverse engineering inr dode
optimize algorithm alarm activation and to minimfaeilt
alarms. The sensor, installed in aerial outdoor grow
transformers on the top of the poles, is exposed to
dynamic acceleration. Therefore, it was necessary t
identify the acceleration profile (alarm trigger® t
generate warnings and alerts when the specifiddrieri
are met) (Figure 7).

Total acceleration (3 axes composition) analysis

Figure 7 — Total acceleration analysis

Oscillations with 8 cm of amplitude and 4 Hz of
frequency were identified on the top of the polaem
normal conditions. Based on field tests and lalmoyat
simulations, a trigger of 3,003 ri/svas pre-configured
without jeopardizing efficacy on motion detectioly b
sudden stir (sudden rotation and acceleration)gictd
algorithm with the 3-axis accelerometer was impleted
with the objective of minimizing false alarms, tadi
advantage of the fault energy detection.

The alarm status is only activated by the conjagatf
both 3-axis accelerometer and fault energy detectio

Technical and economic Analysis

Until now, the project has been considered in an
engineering sense to evaluate its technical fdagiblo
enable decision-making, on an economic basis, lehtm
been developed to determine the theft reduction ,BEP
which was achieved with just 3% of theft reduction
considering a 6 year study. With a reduction of 1586
NPV is 355 k€ (Figure 8).
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Simplified assumptions

SDS theft average cost 12.752,00€
SDS total theft between 2008 e 2010 143
SDS theft per year 48|
Total cost per year 612.096,00 €
Benefits considering only 15% of theft reduction 15%! 91.814,40€
Discount rate 10%
B/C needed reduction to NPV=0 3%
CAPEX (225 smart low-cost sensors) 64.800,00 €
OPEX (Telecomunication cost per year) 4.200,00 €
Annual

Vear| CAPEX(a) | OPEX(b) | Totalcost(ath) | o <OStWith | o albenefits | 2Snefits with

refresh rate (10%) refresh rate
(10%

0| 64.800,00€ | 4.200,00 € 69.000,00 € 69.000,00 € 91.814,40€ | 91.814,40€

1 - €14.20000¢€ 4.200,00€ 3.818,18 € 91.814,40€ | 83.467,64€

2 € | 4.200,00 € 4.200,00 € 3.471,07 € 91.814,40€ | 75.879,67€

3 € | 4.200,00 € 4.200,00 € 3.155,52 € 91.814,40€ | 68.981,52€

4 € | 4.200,00 € 4.200,00 € 2.868,66 € 91.814,40€ | 62.710,47€

5 € | 4.200,00 € 4.200,00 € 2.607,87 € 91.814,40€ | 57.009,52€

Total 90.000,00 € 84.921,30 € 550.886,40€ 439.863,21€

Figure 8 — “Campo Seguro” economic analysis

FUTURE: INOVGRID

The InovGrid project, EDP’s smart grid project (g

9), is ultimately aiming to develop a set of fupalities
and new devices to install in the field which wéthable
the equipping of the current electric power disitibn
grid with a level of intelligence to respond to the
challenges of the new paradigms of the electrigsiesn.

In this context, this project will grant the SDSthva set

of new functionalities associated with managing the
electric power distribution grid.
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Figure 9 — Inovgrid Topology

In the context of the InovGrid project, EDP D iredtthe
University of Coimbra, Eneida, and EFACEC- given
their expertise and industrial background on smart
sensors and the respective integration over botieda
and wireless communication networks (Figure 10)hn-,
order to specify and demonstrate innovative origina
produced sensors and a systems platform for thealbve
monitoring condition of SDS.



Figure 10 — Network topology of monitoring
condition of SDS assets

Taking advantage of the Distribution Transformer
Controller (DTC), which has the metering informatio
concentrator as its principal function, a fully noést
platform was developed that has a number of diffiere
independent and self-contained smart devices.
Adequately located throughout a SDS, this platform
would promptly detect the intrusion through doorsl a
ventilation grilles or detect any transformer remov
(Figure 11 and 12).

Figure 11 — Intrusion sensors: doors (left) and
ventilation grilles (right)

Figure 12 — Transformer theft sensor

The solution was integrated in BTGrid (Figure 2&hpich
is the new SCADA solution for the LV distributiomidj.
BT Grid provides both alarm and warnings corresrognd
to instant detection of theft to the staff in ctearg

Figure 13 — BTGrid: Aereal PT synoptic
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CONCLUSION

Copper theft is a widespread problem closely linked
economic circumstances. There is no evidence that
sabotage or the destabilization of Portugal’s et
grid has been a motivation in any of the coppefftthe
cases to date. Copper wire theft is not likely tmse
entirely as long as copper prices remain suffityent
attractive to would-be thieves. However, the coralin
efforts of electric utilities, lawmakers, scrap alet
dealers, local law enforcement and of the publimiop
have succeeded in reducing the problem and driging
wedge between copper price increases and comparable
increases in copper theft [2]. The efforts mad&eEBDy D

in several areas have resulted in a reduction &f itRthe
number of thefts between 2011 and 2012, contragjdi
growth of 100% a year.

In terms of involvement of the security forceseahnical
security projects, it is very important to takeoistccount
the theft solution credibility. False alarms willsdredit
the solution. With the 3-axis accelerometer it isgible
to detect motion by sudden stir (sudden rotatiod an
acceleration). Nevertheless, the experience shioaishe
association with fault energy alarm is the mostangnt
to minimize false alarms. Also, in order to detelatrms
caused by planned or maintenance intervention,ai w
decided to implement a methodology that ensuresatha
alarms are previously confirmed by the LV dispatghi
center.
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