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ABSTRACT However, we are now faced with two new trends:

We are currently faced with the need of modernization of
the electrical energy system, which means tha#lanitor

and Control M&C) information networkeventally will
overlay the entire electric power netwolgeneration
transmissiondistributionand customer

1 Increased demand for information exchange with
the corporate network and the Smart Grid zones

1 Increasing level of M&C equipment in MV, LV
and CustomePremisesocations (including smart
meters) where shieldings difficult or even

Smart Grid environments like SCADA have historically controlled by the customer

focused omphysicalisolation andprotectionof equipment,
and less focus on hardening the eystwith the best ICT
security technology available. The Stuxmeus was a
reminder that physical isolation is not a guarantee against
unauthorized access to SCADA equipment.

As a result, more focus must be addressed using advanced
ICT tools and standards in order to accomplisteeure
Smart Grid.

Segmentingthe Smart Grid into security zones

This paper describes some of the technology and standards
that are availablendthat shaild be applied in Smart Grid
networks, and a migration strategy for oding those goals

In order tocontrol exchange 6 databetween Smart Grid
domains, we need ttefinesecuriyy zonesandmoveM&C
ICT functionswithin eachzone into the coesponding

is described. virtual private network (VPNjor that zone

l. INTRODUCTION A practical way to segment the network into security zones
In this paperthe Smart Grid Statioris defined asany into virtual privatenetworks is byusing routers capable of
transformeror power electronics node tharom 1) an MPLS (Multiple Protocol Label Switching)By using
energy supply point ofiew can be considerefiexible, MPLS, you can define and ruwirtual routersinside one
efficient and reliable, 2 cybersecurity point of view physical routerBy having a set of MPLS routergou can
robust againsnside and owside attacks. define virtual private networks on one physical network.

In order to secure the Smart Grid, the Smart Grid must be Initially these routers are not interconnected and are isolated
designed in such a way that it can fulfill its roledahe as shown in the figure below.
same time being able to handle the security threats. That

means weshould implement security by segmenting

network resources into virtual private networks, use

application firewalls between security zones, encrypt

network traffic between sitedand make sure we have

proper methods forauthoriation and authenticabn.

Further networktraffic shouldbeanalyzd andinspecedin

order b detect malicious activitiesand shut down

comporertsin order to preverdamage due tonauthorized

access to1&C functions

Currentye | ect ri cal gri ds whi ch pgg E‘xchQnPge Hétﬁ/éeﬁéeéurl?tfzgnesa s fismarto
are capable oM&C functionsof HV and MV lines and

processing nodesThese facilities most often are well Data exchange between security level N and should
shielded and havéocked gates, surveillance cameras, only be carried out via firewalls. As a defauile; assuming
fences, intrusion alarms eto.additionthe SCADA system that security level N is higher than-N data exchange

is typically isolated by firewall from the rest of the  petween N and M should only be possibleiffitiatedfrom

corporate network, with minimal data exchange between the |gye| N. Howeverexchangef data between N and-Ncan
two.
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