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ABSTRACT 2.USE CASE ICT ARCHITE CTURES

The scope of this paper is to address the evolution of
distribution grid architectures following the widespread
introduction of renewable energy sources. The
increasing connection of diguted resources has a
strong impact on the topology and the control
functionality of the current distribution grids requiring
the development of new Information and
Communication Technology (ICT) solutioniith
various degrees of adaptation of the moniigr
communication and control technologies. The costs of
ICT based solutions need however to be taken into
account, hence it is desirable to work with existing
communication networks. The objective of the European
FP7 project SmartC2Net in this regard is enable
robust smart grid control utilizing heterogeneous third
party communication infrastructures.

1INTRODUCTION

Nowadaysthe generation, transmission and distribution
domains are monitored through private, dedicated
communication infrastructures that are normally closed

Following the guidelines on the analysis and
harmonization of smart grid use caggovided by the
committee Sustainable Processes of the
CEN/CENELEC/ETSI Smart Grid Coordination
Grougd3], the following four use cases are analyzed:

1 Voltage Control in Medium Voltage Grids

1 External Generation Site

1 Automated Meter Reading (AMR) and Customer

Energy Management Systems (CEMS)

Electrical Vehicle Charging in Low Voltage Grids.
Addressinglifferent levels of the distribution grid, these
usecases provide a good coverage of the applications
characterizing the evolution of European smart jiid
the near future. Besides thenormal operation, the use
cases focus on abnormal behavior caused by disrupted
communicatios in presence ofmalicious attacks or
accidental faultsDue to space limitatias) we describe
in the following sectionghe main functionalities fo
each usecase togethe with an outline of their
normalcritical control scenariadMore details about the
use cases can be found in the Annex B2dfincluding

to external access. Novel scenarios require to massively their full IEC TC8 templates.

extendingthe ICT deploymendown to medium and
low voltage areas, which were unobserved and
uncontrolled so far. To avoiché exploding costs, the
deployment of existing communicatianfrastructursis

envisaged, but this requires an enhanced security

protection, and mechanisms to monitor and maintain
quality of servicein the network In this respectthe
robustness of the smart grid systegiventhe stochastic
behaviorof commercial communication services one

of the main goals of the SmartC2Net projgddt Within

2.1Voltage Control in Medium Voltage Grids

The connection of DER(Distributed Energy Resource)
to medium voltage grids can influence the power grid
state, affecting the capacity of the DSO (Distribution
System Operator) to comply with the contracted terms
with the TSO (Transmission System Operator) ead
impactdirectly the quality of service of theireighbor
grids. In order to maintain stable voltages the

SmartC2Net, smart grid scenarios expected in the near distribution grids the Voltage Control (VC) function is

future have been analyzed covering different control
layers of active distribution gridsour use casesave
been specifiedddressinghe evolution of medium and
low voltage distribution gridg2].

In this paper the main control omponents and
information flows of the selected use caseare
addressed The paper describeshé overall system
architecture integratinthe power grid and ICT network

introduced to monitor the grid status from field
measurements and to compute optimized set points for
available flexible assets such B&RSs, flexible loads
and power equipment deployed in HV/M3dbstations.
The VC function(cf. Figure 1) is performed by the
MVGC (Medium Voltage Grid Controller) on a node of

a HV/MV substation control network. In order to

architectures of the particular use cases and summarizesconmpute an optimized voltage profjlehe algorithm

the mainKey Performance Indicators (KPI) raised by
the use case reqeimentsHereby, a short description of
thefour use cases is provided together withigh level
view of their integrated architecture and sample KPls
driving the development of advancecontrol
infrastructures
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needs to communicate both witbmponents inside the
DSO areaand with systems outside the DSO domain.
The TSO Control Center interact® a permanent link
(between the TSO Control Network and the DSO
Enteaprise Networl with the Distribution Management
System DMS) in order to send the signals triggering
the execution of the voltage control optimization cycle.
The Aggregator provides the market prices and DER
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operation costs to the DMS via the DSO Entesgri
Network. Also the Load and Generation forecast
interact with the DMS through the DSO Entesgri
Network. The DMS forwards thignformation to the
MVGC. The DMS sends /receives information to/from
the MVGC through the DS@ommunicationNetwork.
The MVGC is connected through the Substation
Automation System with the Capacitor Bank and with
the OLTC in the substation network. DERs dlekible
loads communicate with théAVGC via the DER
/Flexible loads Communication Network, possibly
depbying heterogeneous communication technologies
available in different geographical ems. The main
control steps related to this use case are listéchbie

1 Energy balance with focus on MV grid operation,
and LV grids offerindlexibility to the MV grid;

1 MV operation where focus is on voltage profiles
and loss optimization as well as energy costs on MV
grids using active and reactive power
LV grid operation where focus § to control the
voltage profile on LV grids using reactive power
capabilities offered by micro and intermediate
DERs, flexible consumption and production at
household or enterprisevel.

Table 2 includes the rain scenarios for this use case

considering normal or perturbsthtes.

Table 2: EGS - Normal and Critical Scenarios

1, whilst the specific focus orcommunicationsecurity Step Name Prim. Triggering  [Pre-  [Post
is reflected in itdKPls reported inTable5. Actor Event Condition |Condition
MV and .
. No events in | Normal |Normal
L. . Base Case |LV grid WAN/AN . -
Table 1: MVC - Normal and Critical Scenarios control Operation |operation
Network Change iPAN
- - - AN Normal |Performance
Prim. |Triggering ] .. |Post Performance . network ) o
Step Name Actor |Event Pre-Condition Condition Changed Provider performance Operation |variation
. MVGC obtaing Network AN Congestion in| Normal :
. - T v
Information |\, |Periodic/ |O§S,S§,”a/ input for the Congestion |Provider |AN network |Operation Congestion
acquisition Asynch 9 control Network
forecastor dataalgorithm Lost Network (WAN/AN | -~ .~ | Normal |Loss of
Grid DER/ FieldDER MVGC obtaing Connectivity |Provider loss Operation |connectivity
measuremen|Grid  |Periodic dispatches neynew
dispatch device measurementymeasurements 2.3 Customer Energy Management Systems
Forward of SAS has new DMS receives ; ; ; ; i
grid SCADAand |- - This use case describes tvasic functionalities for
monitoring | MYGC |Periodic E]Er?itorm monitoring enabling future distribution grids for load balancing and
data data 9 |data integration of decentralized and distributed (renewable)
Execution of : energy resources. Therefore, Automated Meter Reading
control wvec |Values out o The state is ncgfor’]ge\;“a“on (AMR) is an enabling technology, which is capable of
voltage range acceptable oo hints generatig precise multsector metering data and
algorithm Sevices aggregate them on local grid operator side for lamga
Setsetpoints fﬂ/\\% /C New setpoin| eV s?t%omts change their and mhousg analysis of current energy consumptions as
compute settings well as grid load conditions. Additionally, current
DER/MVGE |DER! iAttacI;er Loss of efforts in the cont_ext qf the Internet of Thingsn to
DoSattack |MVGC ;ltl;cck esan measurements _conn_ect more devices in the househt crea_te a more
Attacker inteligent Home Area #twork (HAN), including
intercept ang components of Customer Energy Managemgmtéms_
Fake DER modify or . (CEMS) like DERs and storages, demand side
. DER Wrong setpoint . . : .
setpoint create a new management, private electric vehicle charging and user
setpoint interaction. In the context of AMR, this adds an
message . oy .
additional way of home building automation by

2.2 External Generation Site

This use casaims to demonstratéhe feasibility of
controlling flexible loads and renewable energy
resources in MV and LVgrids over an imperfect
communication network. The flexibility provided by LV
grids by enabling controllability at secondary substation
level for upper hierarchical corgl levels is also
investigated.The use casaddresses control scenarios
on the grid operation itselfunder normal network
conditions (base casand when the network does not
perform as expected. Here the focusoisthe actual
control of assets, vith is divided into three subontrol
functions:
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combining the energy consumption of accordant
components with the current status of the energy grid to
improve its stability by shifting loads balanced with the
neighborhood area networlll in-house components
assume to be connected to a CEMS via a dedicated
wired or wireess HAM (e.g. narrowband PLC,
broadband PLC, bus systems, ZigBeeMBus, etc.) or

a shared medium provided by the consumerBoinse
networks(e.g. wireless LAN, broadband PLC, etc.). At
least one access technology (at least cellular networks),
but potentially more communication means, depending
on the existing possibilities, e.g. power line, 3G or fiber
(if already installed in the householddnd telco
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operators, may differ between househol@sfferent
operation cald be performed in CEMS and AMR
contest:Table 3 summarizes some of theoonsidered
in the analysis.

Table 3: CEMS - Normal and Critical Scenarios

Prim. Triggering |Pre- .
Step Name Actor Event Condition PostCondition
. Actqr A SMard ._|Actor A has the
Obtain remotg decides he |communica
.~ |Actor A : read he
meter reading wants a tions
. requested
meter read |operating
Set paramete Actor A All actors |The paameter ig
in the Smart [Actor A |wants to set|are received by the
Meter(SM) a parameter|connected |SM
Actor A Cc_)mmunlc
wants to ationOK
Configure and configure Valid Power quality
monitor powel . 9ure | contract parameters are
; Timer and monitor .
quality between [received by the
power
parameters : Actor A SM
quality
and the
parameters
consumer
communiclyy o gpg
ationOK .
Actor A or ; Appliance
' Actor B Devf|'ces executed the
Appllangg has Actor A |wants to con |gur¢d load
enddecision Informatio

A or Actor [send a load management
about its load managemen hon command and
adjustment command tg ﬁoigsumpu Actor A/B

the market . . Ireceiveda load
available in curve
the CEMS
Information New c . |(forecasted)

: . |Communic| ’
regarding consumptior| ation consumption/ge
|nd|\{|dual Smart (generat}on connection neration
appliances an information information is

Meter . B between al .
total power is available actors is received by
generation/col in the Smart| . actor A/B

- establisheq :

sumption Meter and/or display

The ICT infrastructure needs to meet different KPIs in
terms of availability of services, reliability and data
integrity of metering data and control data flows as well
as maintainability ofhe infrastructure. A selection of
the KPIs specified within the project is outlinedTiable

5, whereas a complete list is provided2i.

2.4 Electrical Vehicle Charging

We distinguish between two environments for electric
vehicle charging: charging at home, in which the
vehicle is one of the appliances managed byGE#S,

ard public EV charging atone of thecharging points
(CP) under the management of a charging statlos)
controller. In the latter case, we assume that the energy
demand and the estimated arrival and departure time to
the charging station can be learned the charging
station in advance, e.g. when the vehicle is still under
way, using a reservation protocol. This information
allows a better energy planning in cooperation with the
low voltage grid controller and the energy aggregator
which acts on the energyarket for the whole region. A
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recent approach for energy management applied in this
case of flexible loads is the exchange of flexibility
information [4]. Divided into energy and power
flexibility, the information defines for a certain time
horizon ahead the maximum and minimum values of
energy consumed by the charging process of one EV.
This information isbeing aggregated for the whole
charging station and is ed both by the aggregator for
acquiring the energy, and by the cahilgorithm in the
DSO Low Voltage Grid Controlleto correct the load
plan in casethe voltage limits would be violated. The
charging station controller has the objectives to
schedule he charging of pluggeih and expected EVs

in a fair way, and follow the poweset points defined by
the DSO. In the home environment scenario, the
environment is much more heterogeneous: it consists of
flexible loads such HVACgHeating, Ventilation and
Air Conditioning and the EV, noiflexible household
loads, and generation (PV). The charging plan is
influenced by household objectives suchraximizing

the use of own generated energy, mobility demand and
eventual demand restrictionsnposed on the haehold
(only in under and overload situations).

Table 4: EVC i Normal and Critical Scenarios

Prim. Triggering |Pre- Post
Step Name Actor Event Condition  |Condition
EV owner hag
a valid
EV owner |EV ard reservation af
. seeks a ownerare |2 certain
EV ChargindEV owner ) . charging
charging valid station and
station (credentials)
successfully
received
desired charg|
Data Links {\rl]c; alﬁémz’v\'l':
Periodical |are OK, uaIEth isp
update or |agreements [AU&1Y |
Energy & ; maintained
changein |CS and
Power DSO available energy and energy
Managemen power providers to ;?/Z?&Teeiofre
resources |enable f
control uture power
management
Business
Energy Periodic, relations Price
Energy Providers, |based on  |primary agreements
Market Aggregatortypes of actors and ajand billing
sand CS |market market closed.
platform
Plugged in Power alarm,
Charging |EV owner |Plugin Event Reservation \no or _partlal
OK charging,
aborted
plugout leave
EV demand Detection of |Actuation
control  |CS Comm  |LVGC-Cs |Ramp down
disrupted failure interrupted 9ing
Continue
Data flowto Detection of Grid state is|charging on
LVGC Cs S ;
disrupted missing datg OK bas_ls_(_)f
flexibility

The novel part of the use case describes how the CS and
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CEMS must react when the vatis communication
network paths are disrupted. The general idea is first to
try to reconfigure and repair the comnication
network, and if this does not succeed, to use the
communicated flexibility to acefully degrade the
service.

3INTEGRATED ARCHITECTURE AND KPI

The integrated, hierarchical high level architecture of
the four use cases is depictedHigure 1, where the
assets and control components are connected to the
corresponding communication networks and logical
interfaces Starting from this high level architecture, the
KPIs represent the amn criteriafor the evaluation of the
success of theolutiors proposed by SmartC2Net

Figure 1: SmartC2Net Use Casé\rchitecture

An extensive set of KPIs are identifiéd [2] from the
analysis of the four use cases functionalitMere than
two thirds from theotal number of these KPIs are DSO
oriented as shown iRigure?2.

Figure 2: Scope of Use CaskPls
It is also important to notice that most of these KRés
78%) are addressing technical aspedts both the
communication networkand power grid domain (see
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Figure 3). This is a clear indication that the SmartC2net
projectequallyaddresses both domains.

Figure 3: Categories of Use Case KPIs
Specifically the KPIs presented Table 5 havebeen
identified from the use case requirements as the most
relevant for evaluating the SmartC2Net functionalities
through system simations, modebased analysis, as
well asexperimental tests.
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