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ABSTRACT APPLICATION OF ADVANCED METERING

In this paper, we propose a novel electricity anti INFRASTRUCTURE
stealing approach based on data analysis ihe

advanced metering infrastructure fqr_ d|str|b_ut|on changeghe way energys used. This new infrastructure
networls. This techniquedetecs electricity-stealing offers more efficient, lower cost, and more
suspectsby dhort-time load forecastingdf clients via environmentally sound energy management thés
time series analysis. By processing the load data from a antiquaed predecessor. Theadvanced metering
single client, the system is able to automatically alarm infrastructure (AM) is a crucial piece of thsmart grid
when the real load is excursive from the forecasting infrastructurg5].

load. This methodyreatly improvs the credibiity and AMI is a technique that automatically collects data
reduces the cost and comekity of antistealing from meters and transfers data to a central database by

detection. Thecase studieslemonstrate the success g?lgyrpz?r?écsetﬁgdggCt?lrelzotlr%%)i/tiofr?gl :ﬁ";ﬁ%g Cr%r;ttreorls \?V?t?l
?huersﬁ;trl;ita?rﬂl:]oga da?oﬁlé%zl?i?]by srr:)%v(\:/;]ngaccuracy of computerized systems that reparsage over digital
app communication interfacesAMI is composed of smart

meters, regional metering devices, local and remote
INTRODUCTION communication tools, twavay communication channels,
power management terminals, the management software,
a controlling station and other affiliated equipments.
Therefore, AMI is seen as the next technique to replace
manual meter reading to save human resources,
meanwhile reducing nter reading costs and improving
meter reading efficiency. Although an AMI system is so
powerful that it can find the abnormal information to
alarm in time by monitoring the data of users, there is
no research work focusing on a practical application of
data analysis on top of AMI to defend electricity
stealing.

One of the key applicatienof AMI is antistealing,
which is more acurate and less complex, matapthe
development direction of the smart grid by efficiently
utilizing the database of userShe main antstealing
' idea of applying AMI in this paper is to judge the

abnormal load of the customer by prediction via short

term forecasting

Among several load forecasting techniques such as
regression, least square, neural network and grey model,
the time series method is chosen in this paper due to its

simplicity and accuracy in shetérm forecast [6].

The current smart grid being globally deployed

Electricity-stealing is a universaprobdem for all
power utilifes, causing a large amount of economic
losses.Most of the common antistealing techniques
mainly focus on the communication$] [and metering
circuits [2-3], while some of thanstealingapproaches
based on the power demanadfarmation acquisition
systems are still at the beginning step and lack of strict
mathematical models [4].Therefore, there is an
increasing need of intelligent asgiealing technologies
for the powerutilities to rapidly detect the electricity
stealing sispects.

The ultimate goal of electricitgtealing is to achieve
economic gains by making the demonstrated values of
power consumption in the meter less than the actual
values. The current defending techniques are limited
most of which are still based ananual inspection of
load curves of all users followed by locally checking
meters. Since these traditional astitaling technologies
are labar-cost and inaccurate, there are still a lot of
electricity-stealing phenomena are out of detection by
power utilties.

This paper proposesnantistealing technique that
can sensg¢he possible stealing of a large set of users by
data minng from theload databasesf consumerwia a AN ANTI-STEALING TECHNIQUE BASED
shortterm statistical toolNo matter how a client steals ON SHORT-TERM LOAD FORECASTING
electricity, the finalfeature of the load data from a .
meter is ,abnormal " decr edodelingthe Sherk-Ferm load Forgeast Based po i n-
to catch the suspects of electrieitealing is to on Time Series Analysis

]E’ reci ts eII y h det ?hc : H t hoad d,?]ta l::hn 0 fn Bhie'series Arifsls, Gifiatafre offelh modeled as
rom a meter. In such a way the technique reacnes eARMA(p, g), where ARMA denotes autoregressive

tentative judgment of electricitystealing, and hence . del. In thi ded is th d f
significantly reduces the long list of suspects. Compared Movingaverage model. In this moded,is the order o

to the traditional approaches, this technique applies the autoregressive part agds the order of the moving
shortterm load forecast to model the behawioof average par{7]. The typical ARMAp, q) malel is
clients via communication and storage of loathda described as follows:
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L _ q. ) calculate the estimation ef-and, by the method of
asiyt-i) =ag.g, o/ 3 4 moment estimator.
i=0 i® — ~
where 5(1 A q-l)q %J
w6 nhoo / ph..hwo phoo areload +
data in a time interval. 5( 9% 4T % ]XL
s | h MR arewhite noiss. In common cases T
ther probability distribution are assumed as - _ 5( ) 1
Gaussian, an®| . - y

nM are the orders of the autoregressive part and  Our ARMA(p, q) modelng is thenfinished, and we
moving-average part respectively. have reached the shderm load forecastg equatiors.

* h—are coefficients of autoregressive part and . . .
moving-average part respectively. Detection of Electric-Stealing Suspects

After transforming the raw data to stationary, the Based orthe historical data oftustomerswe apply

ARMA model can be established &malyzethe data. time-series analysis to model the shttm load

The first procedure is to apply null transformation forecast of a single usefThis sectionis aimed at

towardsthe data, discussing how to dermine the probability of the
Y(i) = y(i) _}’ t [ﬁ_, N] possibleelectricity-stealing behavioof a customer

For a single user, the behavior of electrigtgaling
where N denotes the sample size. To ensure the iscomposed of twgars-- the amount of pwer it steals
accuracy of prediction, we normally set this size to be and the duration it steals powefThus thesetwo
larger than 50. Then wean calculate the estimation of parameters should be setinpantistealing analysighe

autocorrelation functiofi of & "Qusing the following alarm threshold factarandthe alarm windowW. Since
equation: the load of a single user is a stochastic process, the
defending system needs alarm window to reduce the
N- ka Y(')Y(H' k) false alarm probability.
r,= Letting the forecast load hethe alarm threshold is
*a _1Y(|) Y =TY.

As forecasting edctricity-stealing behavior, we are
going to compare therecordedreal load cwe with
alarm thresholdevel. In an alarm window starting from

The estimation of partial correlation function is
calculated by the recursive formula as

a,=r, 9 time n, if all of the values of observed loade lower
‘ ‘ % than alarm threshoid
Bean s =(Mex -8 3y k) -3 F YO <Y "t [nn W,
i=1 iz 1 then the system wilprovidesan “el-stéeal tchngVy
=1 _ I warning. When there is any real loaghich is higher
Feori T A HBoaie sk o1 s y. than the alarm threshold, the system will automatically
According b Box J erindiplei wes tan reset the starig point of the alarm window. The
determine the order of the ARMA modéb, g) by procedure of our an8tealing suspects detection is
judging thetailing off property and cutting off property  shown in figure 1.
of” and  with 95% confidence. In order to improve Based on thecharacteristicsof electricity-stealing
the estimation accuracy, lower order of ARMA model is behavioras well as local circumstances, the defender
preferred. can setup reasonable alarming threshold indexsuch

Following the identification of the model and as 1/2 or 2/3.
determination of the orders, it is possible to estimate the  Generallyspeaking the electricitystealing behavior is

parametersThefirst step is to solve the estimation«of sustainable during a considerable time interval,esthe

by Yule-Walker equations: operation is relatively comiglated in practice.
=) g, g - G Gn @ r-Yi g, 146 Therefore, the defender can set up reasonabl_e_ alarm
é Ugé . u ¢ window lengthW based on historical recoid specific
é (o) g - 9> u 2 ] Ua L+ cases If W is too small, the probability of forecasting
é U.é 0. ¢ electricity-stealing behavior will daease On the other
é ué . u ¢ hand if the W is too large, the probability of missing
01 Gpo - 90 8/ Uq ok alarm will increase.

Substituting the estimation ef b 8 b into

equation, let covariance function (;f be 5 then
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Figure 1. Procedure of ardtealing suspects detection

Once the systergives an alarming signal, theaily
datais thenregarded as unconvincingthich means that
the data with electricibgtealing behavior ¥ not be
recorded in the dabase Meanwhile, only the

convincing data will be recorded to forecast future load.

CASE STUDY

In this section, we takéne data of a tire masfactory
company as an exate. The AMI collects theload data
from this company every 15 minuteket &y represent
thej-th collection of the data in theth day, andhuswe
will get 96 points each day.he dda from asingle day
are represented ag§ Of by MB Yy, Then we
assemble the convincing data 60 days in a row in the
data setd:.

Paper No 0192

X ={X} i [150], j [i96].
Figure 2 shows the sample of load in the last 5 days
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Figure 2.Loaddataduringthe last 5 days

Scrutinizingthe periodicity of the dataywe areclear
that the data is periodic with T=96, which medhat
the present load is interrelated to the load of the
previous day. In fact, if we present the data set as

Z={Zuge.}, 1 11,50], j [1,96].

where Z normally has periodicity with 96 or 672,
becausé¢he load feature of a regular user varies daily or
weekly.

Letting® ®p}, @ plw 1’ phw @ we have

YD=X;,Y(2) =X .- Y(50) Xy

Before we model the data seth by timeseies
method, identifying the model and judging the orders
are still essential. Estimatg the autocorrelation
function and partial correlatiorfunction of &, we find
that both of themtail off, and thusd suits the AR(p)
model. Aiming at lowering the order of the model, we

determine3 as a reasonablalue ofp. Sothe equation
of the model ofd o is
Yi()-7 .Y (D) £.Y(t 2y 5Y(t3) -4
Then we can solve the estimation ofhe
parametes « P P zh by solving YuleWalker
equation of AR(3).
Based on the load values during last 3 days
® T yhd T oftd v 1T, we can predicthe load inthe
51-th day® v p. In this case, we determimeas 2/3and
W as 2 hours (8 sampling points in a row). Then we
aggregatesd v pH & pho @ in the forecastingdata
set and compare witlthe real load curve of day 5th
figure 3. The black line represents the predicted load
curve; the blue line represents the collected load curve
from AMI; the red line represents tl@arm threshold
due to load forecast.
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Figure 3Estimatedoadand real load in day 51

In figure 3, we can see thdhe load valuefrom AMI
is close to the estimated logdlue.No collecteddata is
able tocauseelectricity-stealing alarmtherebythe data
is regarded convimeg and is recorded in the dbtese.

According to the updated st we aply the same
method topredict the loadcurve in day 52,which is
presentedn figure 4.

Figure 4Estimatedoadand real load in day 52

It is obvious to see that the first pdints(6 hours)in
the collected data of AMhare lower thanthe alarm
thredold, and the system should produce aarral
signal. Meanwhile, théollowing 72 points are close to
the forecasting data. Froour method it is reasonable
to judge that tis customerhas a large probability to
steal electricity from O a.m. to 6 a.m. imyd52. The
data is regarded as unconvincing and should be
precluded from the data s&t We then examinethe
suspecthrough furthedocal investigation, and the fact
provesthatthe clientindeedsteat the electricity during
this time accordingwith the judgmentvia our anti
stealing technique

CONCLUSIONS
This papermresentsa novel application of advanced
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meteing infrastructurefor distribution networks, which
can defend electricitgtealing from a large set of users
via shortterm load forecast instead o&tlitional onsite
checking. Prowved to be applicable bystatistical data
analysis from theracticalload database of cligs) this
scalable techniquetrackng the electridy-stealing
suspects adistribution network, brings theemerging
smart grid a labar-saving defeoe of electricitystealing.
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