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ABSTRACT 

By increasing the use of Ethernet and Internet in 
electricity industry and particularly in IEC 61850-based 
substation automation systems, the possibility of cyber-
attacks and authenticity of exchanged messages has 
increased. Such invasions would make catastrophic 
consequences in power grids; so, serious consideration 
in security of automation systems can result in more 
stable operational conditions. Despite the fact that 
security issues in IEC 61850 based substations located 
in high priorities, but most of the methods have not 
responded to complicated problems like complex 
computations, long keys and signature, and no 
consideration to multicast communications and so on. 
The purpose of this paper is to present a method based 
on the IEC 61850 substation security issues and 
limitations. In the proposed schema which is based on 
OTS schemas, the signature length is reduced and the 
system is resistant against replay attack. 

INTRODUCTION 

Due to the use of communication technologies in smart 
grids, efficient network management is provided. 
Communication networks play a key role in the stability 
and performance of smart grids[1-3]; So, IEC 61850 
standard is provided for substations and affected 
substations internal communications, external 
communications between substations and SCADA 
systems[4]. The main objective of using IEC 61850 is to 
solve interoperability issues between substation systems 
from different vendors; therefore, this standard has not 
paid much attention to security concerns. It should be 
noted that power networks are different from the secure 
environment of the Internet, for example DOS attacks 
will have a destructive effect on the network[5].  
Substations have an important role in distribution 
network. The main core of substation automation is 
smart communication systems which connect all system 
components efficiently. Multicast communications have 
an important role in these systems because they enable 
efficient communication between one sender and multi 
receivers. Therefore, attacking this communication 
structure jeopardizes national and economic security. 
One of the best security solutions to deal with these 
threats is using authentication mechanisms. By using 
these mechanisms, each receiver can determine whether 
the message has been sent from a specific sender or not, 
and whether or not the message has changed in the way 

and also it can detect errors in the system. If the 
messages are not authenticated, the attacker can easily 
alter or forge messages or he can replay an old 
message[6].  
Although multicast authentication is very important in 
substation, it has not been enough attention to this issue 
due to the unique requirements and limitations of 
substations. Authentication in this situation must be 
done quickly and efficiently, because many multicast 
messages such as GOOSE are delay sensitive and some 
substation devices have limited resources. Thus 
methods such as digital signatures based on public 
key[7], proposed methods in [8,9] and [10] are not 
appropriate for substations for a variety of reasons. In 
recent years, some methods have been presented based 
on OTS schemas [11,12] which can authenticate real-
time multiple messages. The methods presented in [11-
14,6] beside authenticate real-time multiple messages, 
have a suitable computational cost; However, the 
memory overhead and the signature size of these 
methods are enormous for use in smart grids and 
electrical substations, which have limited resources. 
In this paper, suitable authentication mechanism has 
been provided to be used in power substations based on 
IEC 61850. The signature size of our method is declined 
as compared with other methods; therefore, bandwidth 
usage and messages size will drastically reduce. It is 
also resistant against replay attack which is one of the 
major attacks. 
In the following, authentication mechanisms, their 
advantages and disadvantages will be reviewed, then 
our schema which is designed for use in substations will 
be described and it will be evaluated in terms of 
efficiency and security. Finally, the proposed method is 
being compared with other existing methods. 

REVIEW 

Digital signature based on public key [15] is one of the 
popular methods for multicast authentication, which is 
not appropriate for use in IEC 61850-based substations 
due to high computational cost because of limited IED 
resources and delay sensitive messages. 
Although authentication based on symmetric methods 
[16,17] is fast, is not recommended to use in power 
substations because the secret key in these methods 
must be shared between sender and receiver. 
Considering that lots of equipment communicating with 
each other in substations and multicast messages are so 
important, a large number of keys must be exchanged 
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between the transmitters and receivers with this method, 
which applies a high cost to the system. Therefore, 
using these methods in multicast communications is not 
only affordable but also in some cases drastically 
reduces security. One of the symmetric-based methods 
is TESLA[14]. The above problems have been resolved 
in this method and related methods [18,19]; however, 
these methods are not suitable for substations due to 
large messages buffering delay. 
Hybrid message authentication methods are presented in 
[9,20]. These methods use both public key and hash 
functions idea, thus the computational cost are reduced. 
The advantage of these methods is distributing public 
key authentication and validation cost into multiple 
messages, but their problem is that all messages with 
part of a signature must be kept until the last message 
which contains last part of signature, received. As a 
result, the delay caused by buffering messages does not 
respond to messages timing requirements, thus using 
these methods in electrical substations containing real-
time messages is not right. 
One time signature methods such as [21,22] is one of 
authentication mechanism which has high speed. In 
these methods, public and private key is used for 
signing and authentication. Despite the existence of 
public key and private key, signing and validation is 
done quickly due to the use of hash functions and they 
are also efficient in terms of time. However, These 
methods have disadvantages too such as high signature 
size and key length. Several methods such as [6, 11-13, 
23] have been presented to resolve the above problems, 
but some of them are not suitable for IEC-61850 based 
substations with specific requirements and restrictions. 
Our proposed method will be discussed in the next 
section. 

THE PROPOSED METHOD 

In the proposed method the following symbols will be 
used. k, z, l and t are security parameters, function 
f:{0,1} l 

�{0,1} l is a one-way permutation functional on 
l-bit strings. fk(x) is used to show the number of applied 
f to the value of x and H(.) is a one way hash function 
that converts input to klog2t length output. G(.) is a one 
way hash function in random oracle model which is 

shown as 

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Another function is Ck,z, input of this function is the 
output of G. This function is used to form the various 
combinations which is equal to z. As mentioned in [13], 
the following equation  is used to implement this 
function.  

 z=∑ =

k

1i ia                                           (1) 

In our schema, sender and receiver maintain internal 
states of the system in multicast authentication; This 

means that the sender save the number of used chains as 
internal state of the system and receiver keeps current 
public key; Thus multicast messages can be easily 
signed. The proposed scheme consists of three steps: 
key generation, signature generation and validation. In 
the following, each step is described with more details. 
Key generation: first of all, t random l bit strings are 
generated. Then d-length chains as 

)()( 11
i

d
ii sfsfs −→→→ L  generated for each 

string. T chains form private key and public key for all 

i, where ti ≤≤1 , is equal to )( i
d

i sfv = . 

Signature generation: sender stores the number of used 
chains for each t generated chain in key generation 
phase, as (b1,...,bt) parameters and he also generate g by 
applying G on message m. It should be noted that, our 
schema uses a bijective function Ck,z . The inputs of this 

function are: m, k, z and g, where 0<g<�z − 1
k − 1� , and the 

output is the g-th solution of the following equation: 

∑ =

k

i ia
1

, where a� is an integer such that a� ≥1 [13]. 

After using Ck,z, the hash value (h) must be generated by 
applying a cryptographic hash function H on the 
concatenation of m and sq, and the result of this step 
must be mapped into k substrings  h1,…,hk. Then, all hi , 
where 1 ≤ � ≤ �, must be interpreted as i j, where 

ti j ≤≤1  and kj ≤≤1 . Now random function should 

be used to generate random value p, between 1 and k, 
which is the index of i j. At the end of this phase, internal 

state 
�� is equal to: pii abb
pp

+= , and the signature 

is: 

 sig� = f�-���(s��)                             
(2) 

At the end of this phase, signature, p, sq and message 
will be sent to receivers such as IEDs. 
Validation:  in this step, internal state of receiver is 
current public key and it is shown as (u1,…,ut). To 
validate received signature (sig�), the same procedure 
as signature generation in transmitter must be 
performed. It means that first of all function G and Ck,z 
shall apply to the message, then hash value is prepared 
by applying H on concatenation of m and sq. After that, 
the calculated value divided into k parts and each part 
interprets as a number between 1 and t. Finally, value 
with index p is selected and equation 3 is checked. 

p

p

ip
a

usigf =)(                             (3) 

After examining the equation three, one of the following 
scenarios occurs: 

♦ If the equation is not available, the authentication fails 
because the message or sq has been changed. In this 
case, an error message is sent to a system engineer. 

♦ If the equation 3 is right, the following steps will be 
done: 
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•  pi sigu
p

=  

• Received sq compared with current csq and one of the 
following states will be happened. 

� If(sq>csq) then sender’s csq value in receiver is 
equal to received sq and validation will be done 
successfully. 

� If(sq<csq) then replay attack has happened. In this 
case, an attacker intercepts the message and sends it 
to receiver with long delay, so that other messages 
have been sent to the receiver before sending a 
message by an attacker. Finally, validation fails and 
alert is sent to electrical engineer. 

� If (sq=csq) then replay attack has happened. In this 
case, an attacker intercepts the message and sends 
the same message to the recipient. If the message is 
not received, the recipient accepts it and otherwise 
due to get the same message at receiver replay attack 
is detected; so, message and signature will not be 
accepted and alert will be sent to system due to 
repeating attack and receiving identical message on 
behalf of the receiver. 

ANALYZING THE PROPOSED METHOD 

In this section, proposed method will be evaluated from 
different aspects, and it will be compared with other 
existing methods. 

Performance Evaluation 

In this section, the cost of key generation, signature 
generation and validation of proposed method are 
evaluated based on the number of permutations and one-
way hash functions. In the key generation phase, we 
need to use permutation function f for t times, because t 
initial value exists in which keys generated by applying 
function f, d times. Private key length is dtl-bit and 
public key length is tl-bit because the length of each t is 
l-bit long. Signature length of proposed schema is 
l+log|c| bit and signature cost is 2 because it only 
requires to apply one function G and one H. According 
to the proposed schema, the receiver validation function 
needs to apply a function G, H and function f for ap 

times; so, validation cost is equal to ap+2. 

Security évaluation 
In this section, we will discuss the security evaluation of 
our proposed method against non-chosen message 
attack. We assume that an attacker have signature for an 
arbitrary message, independent of G and H. With this 
information, the attacker tries to forge a signature for 
any arbitrary messages. 
We assume that an attacker has a valid signature sig, we 
want to calculate the probability in which an attacker 
can forge signature by applying one H and G on any 

arbitrary message m’. Suppose that H generate random 
strings and both functions f and H are irreversible. Since 
the signature is a random number which is the result of 
different combinations of z, it is impossible to use 
f ��sig��, 1≥i  to forge signature. To forge the 
signature, the inverse of the function f should be 
calculated which is not possible according to the 
definition of f; thus, an attacker must only use the 
signature i.e. sig to forge the signature. 
In the proposed method, the attacker must exactly map 
an arbitrary message m  to sig. In order to do this, m 
must be mapped to k parameter (s1,…,sk) and then one of 
these parameters selected using a specific procedure. 
Considering that the attacker does not have access to the 
private keys, he cannot easily forge the signature since 
he must compute 2l values to achieve private key. In 

this case, the probability to obtain the signature is 
!	
#$ 

which is too small. Considering the fact that in most of 
HORS-based OTS schema, the length of l is 80 bit or 

more, thus the value of 
!
#$ is too small if l is equal to 

minimum possible value (80). Furthermore, the 
probability to choose g in G(m)=g is 
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result, the probability of forgery is obtained from the 
equation mentioned above. 
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Considering the small value of equation (4) and specific 
substation condition such as real-time communication 
and etc. , it can be observed that our proposed method is 
robust. 

Compare with other methods 
In table I, the performance of the proposed method is 
compared with that of Biba, HORS, TSV and HORSIC 
in terms of computational cost and security. As it can be 
seen in this table, our schema signature length has been 
reduced in comparison with other schemas. 
Furthermore, validation cost has been reduced due to 

use a, a z<< . In this table, notations ∏
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are used. 
 

 



Table I:The comparison of our schema with the others 

Method Key generation cost 
Signature 

generation cost 
Validation cost Sig size 

Public 
key size 

Resistance 
against 
replay 
attack 

Biba[12]  t 2t 2k+1 kl tl  
HORS[11]  t 1 k+1 kl tl  

TSV[6]  (max{w1+ gw+K }+1)t ξ  ∑ =

g

r rr wn
1

 kl+logξ  tl  

HORSIC[13] dt 1+µ  z+2 kl+logµ  tl  

Our schema dt 2 2+pa  l tl + 

 

CONCLUSION  

In this paper, an authentication mechanism was 
presented which is suitable for IEC 61850-based 
substations which is one of the important parts of 
distribution systems. This schema can support multicast 
authentication which is the most important type of 
communications in electrical substations. To achieve 
this objective, three main steps have been considered. In 
the first step, key generation, in the second step 
signature generation and sending it to receiver, and in 
the third step message authentication is done. If the 
authentication is done successfully, the rest of the 
procedure will be done normally; otherwise, the 
procedure will be stopped and message error will be 
sent to the person in charge. 

Total size of signature has been significantly 
reduced, because of sending one signature instead of k 
signature to the receiver, so memory and bandwidth 
usage has been decreased. In addition, this schema is 
resistant against replay attack which is one of the 
important attacks in electrical substations. 
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