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ABSTRACT

By increasing the use of Ethernet and Internet in
electricity industry and particularly in IEC 6183tased
substation automation systems, the possibilityybec
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and also it can detect errors in the system. If the
messages are not authenticated, the attacker cig ea
alter or forge messages or he can replay an old
message[6].

Although multicast authentication is very important

attacks and authenticity of exchanged messages has substation, it has not been enough attention isisue

increased. Such invasions would make catastrophic
consequences in power grids; so, serious consierat
in security of automation systems can result in anor
stable operational conditions. Despite the factttha
security issues in IEC 61850 based substationstéaca
in high priorities, but most of the methods have no
responded to complicated problems like complex
computations, long keys and signature, and no
consideration to multicast communications and so on
The purpose of this paper is to present a methadba
on the IEC 61850 substation security issues and
limitations. In the proposed schema which is baged
OTS schemas, the signature length is reduced amd th
system is resistant against replay attack.

INTRODUCTION

Due to the use of communication technologies inrsma
grids, efficient network management is provided.
Communication networks play a key role in the digbi
and performance of smart grids[1-3]; So, IEC 61850
standard is provided for substations and affected
substations  internal communications, external
communications between substations and SCADA
systems[4]. The main objective of using IEC 61856i
solve interoperability issues between substatictesys
from different vendors; therefore, this standard hat
paid much attention to security concerns. It shdugd
noted that power networks are different from theuse
environment of the Internet, for example DOS atsack
will have a destructive effect on the network[5].
Substations have an important role in distribution
network. The main core of substation automation is
smart communication systems which connect all syste
components efficiently. Multicast communicationvéa
an important role in these systems because thdylena
efficient communication between one sender andimult
receivers. Therefore, attacking this communication
structure jeopardizes national and economic securit
One of the best security solutions to deal withséhe
threats is using authentication mechanisms. Bygusin
these mechanisms, each receiver can determine evheth
the message has been sent from a specific sendet,or
and whether or not the message has changed inahe w

Paper No 0219

due to the unique requirements and limitations of
substations. Authentication in this situation miogt
done quickly and efficiently, because many multicas
messages such as GOOSE are delay sensitive and some
substation devices have limited resources. Thus
methods such as digital signatures based on public
key[7], proposed methods in [8,9] and [10] are not
appropriate for substations for a variety of reasdn
recent years, some methods have been presentedl base
on OTS schemas [11,12] which can authenticate real-
time multiple messages. The methods presentedlin [1
14,6] beside authenticate real-time multiple messag
have a suitable computational cost; However, the
memory overhead and the signature size of these
methods are enormous for use in smart grids and
electrical substations, which have limited resosirce

In this paper, suitable authentication mechanism ha
been provided to be used in power substations based
IEC 61850. The signature size of our method isided|

as compared with other methods; therefore, bantwidt
usage and messages size will drastically reduces It
also resistant against replay attack which is dnthe
major attacks.

In the following, authentication mechanisms, their
advantages and disadvantages will be reviewed, then
our schema which is designed for use in substatigihs

be described and it will be evaluated in terms of
efficiency and security. Finally, the proposed moeitlis
being compared with other existing methods.

REVIEW

Digital signature based on public key [15] is orighe
popular methods for multicast authentication, whigh
not appropriate for use in IEC 61850-based sulosisti
due to high computational cost because of limiteD |
resources and delay sensitive messages.

Although authentication based on symmetric methods
[16,17] is fast, is not recommended to use in power
substations because the secret key in these methods
must be shared between sender and receiver.
Considering that lots of equipment communicatinthwi
each other in substations and multicast messagesoar
important, a large number of keys must be exchanged
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between the transmitters and receivers with thigatk
which applies a high cost to the system. Therefore,
using these methods in multicast communicatiomots
only affordable but also in some cases drastically
reduces security. One of the symmetric-based method
is TESLA[14]. The above problems have been resolved
in this method and related methods [18,19]; however
these methods are not suitable for substationstoue
large messages buffering delay.

Hybrid message authentication methods are presénted
[9,20]. These methods use both public key and hash
functions idea, thus the computational cost areaed.
The advantage of these methods is distributingipubl
key authentication and validation cost into muéipl
messages, but their problem is that all messagts wi
part of a signature must be kept until the lastsags
which contains last part of signature, received. &s
result, the delay caused by buffering messages niates
respond to messages timing requirements, thus using
these methods in electrical substations containdadr
time messages is not right.

One time signature methods such as [21,22] is dne o
authentication mechanism which has high speed. In
these methods, public and private key is used for
signing and authentication. Despite the existente o
public key and private key, signing and validatien
done quickly due to the use of hash functions ey t
are also efficient in terms of time. However, These
methods have disadvantages too such as high signatu
size and key length. Several methods such as 8311
23] have been presented to resolve the above pnsble
but some of them are not suitable for IEC-6185G:8as
substations with specific requirements and resbrist
Our proposed method will be discussed in the next
section.

THE PROPOSED METHOD

In the proposed method the following symbols wil b
used.k, z, l andt are security parameters, function
f:{0,1}' >{0,1}'is a one-way permutation functional on
|-bit strings.f<(X) is used to show the number of applied
f to the value of x and#li(.) is a one way hash function
that converts input t&logt length outputG(.) is a one
way hash function in random oracle model which is

. z-1
shown asG: {01} - {0( ]ﬂ [13].

K —
Another function isCy, input of this function is the
output of G. This function is used to form the vas
combinations which is equal to z. As mentionedli8]]

the following equation is used to implement this
function.

k
D3 =2 1)

In our schema, sender and receiver maintain interna

states of the system in multicast authenticatiohis T

¢

¢
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means that the sender save the number of usedscsin
internal state of the system and receiver keepseur
public key; Thus multicast messages can be easily
signed. The proposed scheme consists of three: steps
key generation, signature generation and validation

the following, each step is described with moreaiet

Key generation first of all, t randoml bit strings are
generated. Then  d-length chains as

s - f'(s) - -~ » f97(s) generated for each
string. T chains form private key and public key &l

i, wherel<i<t,is equaltov, = f(s).

Signature generation sender stores the number of used
chains for each generated chain in key generation
phase, as h..,h) parameters and he also generate g by

applying G on message m. It should be noted that, o
schema uses a bijective functi@p,. The inputs of this
where 0< l%: D , and the
output is the g-th solution of the following equeti

3
__.a , wherea; is an integer such that >1 [13].
|—la'

function arem, k, z and g,

After usingCy , the hash valuenf must be generated by
applying a cryptographic hash functioH on the
concatenation ofm andsqg and the result of this step
must be mapped intosubstringsh,...,h. Then, allh;,
where 1 <i <k, must be interpreted ag, where

1<i, <t and1< j <k. Now random function should

be used to generate random vapidbetween 1 and,
which is the index ofj. At the end of this phase, internal

stateb;, is equal to:l‘.}ID = hp +a,, and the signature
is:
. d-b;
sigp =P (si,)
(2)

At the end of this phase, signatupg,sq and message
will be sent to receivers such as IEDs.

Validation: in this step, internal state of receiver is
current public key and it is shown ag(..,u). To
validate received signatursig;), the same procedure
as signature generation in transmitter must be
performed. It means that first of all function Gda® ,
shall apply to the message, then hash value isaprdp
by applyingH on concatenation ah andsq After that,
the calculated value divided intoparts and each part
interprets as a number between 1 an#inally, value
with indexp is selected and equation 3 is checked.

a -
£ (sigy) =u, Q
After examining the equation three, one of thedf@lhg
scenarios occurs:
If the equation is not available, the authenticafails
because the messagesgihas been changed. In this
case, an error message is sent to a system engineer

If the equation 3 is right, the following steps M
done:
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U =sig,

» Receivedsqgcompared with currerttsqand one of the

following states will be happened.

x If(sqg>csq then sender'scsg value in receiver is
equal to receivedsg and validation will be done
successfully.

x [f(sq<csq then replay attack has happened. In this
case, an attacker intercepts the message and isends
to receiver with long delay, so that other messages

have been sent to the receiver before sending a

message by an attacker. Finally, validation faid a
alert is sent to electrical engineer.
x |f (sg=csq then replay attack has happened. In this

case, an attacker intercepts the message and send

the same message to the recipient. If the message i
not received, the recipient accepts it and otherwis
due to get the same message at receiver replak atta

arbitrary messagm’. Suppose thaH generate random

strings and both functiofsandH are irreversible. Since
the signature is a random number which is the trexul

different combinations of z, it is impossible toeus
fi(sig,), 121 to forge signature. To forge the

signature, the inverse of the functidnshould be

calculated which is not possible according to the
definition of f; thus, an attacker must only use the
signature i.esig to forge the signature.

In the proposed method, the attacker must exacdy m
an arbitrary messaga’ to sig. In order to do thism
must be mapped foparametery,...,s) and then one of
these parameters selected using a specific progedur
Considering that the attacker does not have atodbe

Sprivate keys, he cannot easily forge the signasimee

he must computel2values to achieve private key. In
this case, the probability to obtain the signatisre;—l

is detected; so, message and signature will not be which is too small. Considering the fact that instof
accepted and alert will be sent to system due to HORS-based OTS schema, the length &f 80 bit or

repeating attack and receiving identical message on more, thus the value 02% is too small ifl is equal to

behalf of the receiver.

minimum possible value (80). Furthermore, the
probability to choose g in G(m)=g is
ANALYZING THE PROPOSED METHOD 1 1 _(k=D!(z-K)!
In this section, proposed method will be evaludtech z-1  (z-)' (z-1)!
different aspects, and it will be compared withesth ( J V(7 — I
existing methods. k-1) (k-Di(z-k)!

Performance Evaluation

In this section, the cost of key generation, sigret
generation and validation of proposed method are
evaluated based on the number of permutations a&d o
way hash functions. In the key generation phase, we
need to use permutation functibfor t times, because
initial value exists in which keygeneratedy applying
function f, d times. Private key length idtl-bit and
public key length idl-bit because the length of eacis

[-bit long. Signature length of proposed schema is
[+log|c] bit and signature cost is 2 because it only
requires to apply one functidd and oneH. According

to the proposed schema, the receiver validationtiom
needs to apply a functio®, H and functionf for a,
times; so, validation cost is equalag-2.

Security évaluation
In this section, we will discuss the security ewagilon of

our proposed method against non-chosen messageYs€d, a<<Z.

attack. We assume that an attacker have signaiuenf
arbitrary message, independent@fand H. With this
information, the attacker tries to forge a signattor
any arbitrary messages.

We assume that an attacker has a valid signatgreve
want to calculate the probability in which an akiec
can forge signature by applying ohtand G on any
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result, the probability of forgery is obtained fraime
equation mentioned above.

F-Prob :w
(z-nr

Considering the small value of equation (4) anccgjge
substation condition such as real-time communicatio
and etc. , it can be observed that our proposeHadds
robust.

(4)

Compare with other methods

In table I, the performance of the proposed metisod
compared with that of Biba, HORS, TSV and HORSIC
in terms of computational cost and security. Asaih be
seen in this table, our schema signature lengthhbeas
reduced in comparison with other schemas.
Furthermore, validation cost has been reduced due t

g
In this table, notationg = ,ul_' (nh,
r=

tk
t(t _]_)...(t -
are used.

K
U= k+1) andZZéai foraizl
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Table I: The comparison of our schema with the ather

Resistance
Method Key generation cost Slgne_tture Validation cost Sig size PUbl.'C against
generation cost key size replay
attack
Biba[12] t 2t 2k+1 kI t
HORS[11] t 1 k+1 ki tl
TSVI6] (max{wi+ ... + W, H1)t £ zrgzl nw kl+log & tl
HORSIC[13] dt u+1 z+2 kl+log tl
Our schema dt 2 a,+2 | tl *
Smart Grid With One-Time Signature,JEEE
CONCLUSION TRANSACTIONS ON SMART GRIiD|. 2, 2011.

) L . [71W. Ertel, Angewandte Kryptographie Hanser
In this paper, an authentication mechanism was Verlag, 2007.

presented which is suitable for IEC 61850-based [8] A. Perrig, R. Canetti, J. D. Tygar, and D. Spng
substations which is one of the important parts of
distribution systems. This schema can support oasiti
authentication which is the most important type of
communications in electrical substations. To adhiev
this objective, three main steps have been coresidén

the first step, key generation, in the second step
signature generation and sending it to received, ian
the third step message authentication is donehdf t
authentication is done successfully, the rest of th
procedure will be done normally; otherwise, the
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