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ABSTRACT

Smart meter is an advanced energy meter that measures the
amount of consumption of electrical energy and transmits
data to a database at a utility server. Confidentiality and no
modifying of smart meter readings are important because
altered readings from the meter can lead to incorrect
billing and false energy usage approximations.

In this paper we provide a pairing-free certificateless
signeryption (CLSC) scheme based on dliptic curve for
preserving privacy and integrity of data between the utility
server and customer smart meters. CLSC at the same time
achieves confidentiality and authentication by combining
public-key encryption and digital signature. Our proposed
scheme is capable of preventing different attacks such as
Replay, Man-In-The-Middle and Spoofing attacks.

INTRODUCTION

Advanced Metering Infrastructure (AMI) is the major
component in smart grid that consists of differdatices,

such as smart meters in the home or office, thex dat
in the

collector or concentrator node often located
neighborhood, head end systems, hosts, routers, etc
The smart metering infrastructures have a hieraathi
structure as follow: electric appliances are cotagbto the
smart meter by home network in order to report itheta
energy consumption data. Smart meters measureothke t
energy consumption and data
concentrator node by a neighborhood
Concentrator nodes are monitor and collect datan fro
several smart meters and data is sent to utility denters.
The most important security objectives are avdilgbi
integrity and confidentiality. Availability is ackved by
providing integrity and confidently of customer’'s
information. Since smart meter is installed at oor's
site, confidentiality and no modifying of smart met
readings are important. The main concern is abauagy
because smart meter readings are private informatich
as number and kind of electrical devices, wherugers are
at home, when they use from devices, when they dmank
from work and etc.

Elliptic Curve Cryptography (ECC), a public key
encryption method. For protocols based on ellipticves,

it is assumed that finding the discrete logarithif ao
random point on an elliptic curve with respect tooanmon
base point, is impractical. Size of elliptic curdetermines
difficulty problem [5].

Certificateless signcryption (CLSC) is one of thesmn
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significant security primitives in CL-PKC, and at
the same time achieves confidentiality and
authentication by combining public-key encryption
and digital signatures, offering better overall
performance and security.

In this paper we provide a pairing-free
certificateless signcryption (CLSC) scheme based
on elliptic curve for preserving privacy and
integrity of data between the utility server and
customer smart meters.

The rest of this paper is organized as follows: In
section Il the related work is described. The
proposed CLSC scheme is given in section lll.
Section IV evaluates the proposed scheme and
compared with previous designs. Finally the
conclusion is given in section V.

RELATED WORK

In [1,2] a structured analysis on vulnerabilitiesla
threats related to smart grids is proposed. The
home area network (HAN) used for an AMI
application should ensure adequate and secure
communication between AMI and the terminal
appliances. The proposed work given in [3]
focuses on security aspects of communication
between AMI and terminal residential appliances.
This paper identifies wireless networking solutions
such as ZigBee as the best mode for such
communication.

The research on Elliptic Curve Cryptography
system was started in 1985s. Elliptic curves which
for the first time were introduced by Miller and
Koblitz [4], play an important role in cryptography
systems. In [5] Zheng proposes a new
cryptography technique named "Signcryption"
which combines the functions of digital signature
and encryption algorithm for authentication and
confidentiality. His scheme is based on discrete
logarithm problem (DLP). In [6] Zheng proposes
another signcryption scheme based on elliptic
curve, which saves about 58% computational cost
and saving about 40% communication cost than
signature-then-encryption scheme based on elliptic
curve. This plan provides the security requirements
such as confidentiality, integrity and non-
repudication. The scheme is based on discrete
logarithm problem on elliptic curve (ECDLP).

The focus of [7] is on securing network
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communications in AMIs. In particular, they propabe

use of an identity based signcryption system taesidthe
security issues of confidentiality and authentidgityan AMI
communication network. The suitability of employisgch
identity-based cryptosystems in the context of smads is
studied from the perspective of security requiretsien
implementation overhead and ease of management.
Compared to other public-key systems, their propose
system provides scalable and secure communications
among smart-meters, smart-appliances and monitoring
Sensors.

In 2003, Al-Riyami and Paterson [8] introduced tomcept

of certificateless public key cryptography (CL-PK@hich
eliminates the use of certificates as in the tradé PKC

and solves the key escrow problem that is inherent
identity based cryptography. CL-PKC scheme [8] asdul

on bilinear maps.

Since the notion of CLSC was introduced in 2008 ii8pst
concrete constructions of the existing schemesl(®,are
built from bilinear maps. In [11,12 ], two pairifgee
CLSC schemes based on DLP were proposed. Moreover,
the times of the modular exponential operation lese
CLSC schemes [11,12] are still high. [11] requitesee
modular exponential operations by sender and twdutao
exponential operations by receiver. [12] requirds S
modular exponential operations by sender and eight
modular exponential operations by the receiver.

In elliptic curve cryptography, bilinear pairingsrea
functions that map a pair of elliptic curve poirits an
element of the multiplicative group of a finitelig14]. In
pairing-based cryptosystems, the computation cbsh®
pairing is high[12]. The relative computation castthe
pairing is approximately 20 times higher than tbétthe
scalar multiplication over elliptic curve group [13

CERTIFICATELESS SIGNCRYPTION
WITHOUT PAIRING

In this paper, we propose a new efficient pairimgef
certificateless signcryption scheme based ontiellqurve.

In our proposed scheme, public and private key aithe
entity is produced based on CL-PKC and transmission
data between entities is based on signcryptionnigae.
Our CLSC scheme involves three parts: a key geperat
center (KGC), a sender with an identity, and a receiver
with an identityD,, .

In order to prevent replay attack, we use timestamp
concepts. Timestamps have a key role in freshioéss
messages. In our proposed scheme it is assumeeabhat
device such as smart meter, data collector, coratent
node or utility server, has a unique identificatiommber
like a serial number. Initially, each device to &kle to
decrypt received messages and signs the messaggtsyeh
the partial private key from the KGC. KGC has a teas
key, which keeps it secret and using it to geneustr’s
partial private key. Our CLSC scheme consists & th
following eight phases:
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Setup
In this phase, we should select and publish some
parameters. KGC performs the following steps:

1) Selects a k-bit prime p and determines
{F,.E/F,G P}

- A field size g, where either q=p in case
that p is an odd prime (the common
practice), or g=2™in case that q is a
prime power.

« Forg=2": two parametersa,bJF,are
used to define the elliptic curve equation
E overy® = x*+ax+b(modg). In case
thatg >3, whereda® +27b? 2 0(mod () -

E should be divisible by a large prime
number with regard to the security issue
raised by Pohlig and Hellman [4].

* Forg=2": the elliptic curve equation E
overy® + xy = x* + ax® +bwhere
a,bOF,,b#0, together with the point at
infinity o. In both cases,E is an
(additively written) abelian group with
the pointeo serving as the identity.

e« P: a base point of elliptic curve F with
order n.

« n: the order of point P, where n is a
prime, nx P =0 andn > 2,

2) Randomly selects sz as the master
private key and computes the master public
keyQKGC =sP.

3) KGC chooses two cryptographic secure hash
functionsH,: {01} - z andH,: {o}" - Z,

4) KGC secretly keeps the master key s,
publishes params={F,,E/F,, p,Qc,Hy, H,}
as system parameters.

Production of device-primary keys

During the manufacture of a device (e.g. smart
meter, concentrator node, utility server ...), a pair
of device-primary keyé!3 ~DRigng KGC-DR,

and Params are embedded into the device.
ID-DR, Key is unique identification number of

each device (e.g. serial number). KGC chooses a
KGC - DR,

random numbeg (1Z' , computes

using the following equation:

KGC - DR, =s+H,(ID-DR).5 (1)
Before a device can communicate with other
devices in the smart grid netwoikmust get the
partial private key from the KGC so it must make
registration to KGC. The primary keys are used for
initial communication.
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Extract partial private key

For receiving partial private key, sender (A) itsghould
communicate with KGC. This algorithm takes masty, la
user’s identifier and system parameters as inpat,raturns
the user's ID-based partial private key. KGC coreput
partial private key and issues it to the usersughosecret
channel. With this algorithm, for user A with idint
ID - DR,

, KGC works as follows.
DR,

R,

Step 1: A constructs a packet contaiﬂiﬂg_

parameters, signs the whole packet"f:)cf)C -b
a digital signature, SIG. A works as follow:

, system
to form

1) Randomly selegtjz; .

2) ComputesR=rxP=(x,y,) and v=xmodn (if
v=0 then go back to step 1).

3) Messagéen=(params||ID-DR,), computes
e=H ,(m) and SG = (eKGC - DR, +r)mod n.

4) Sends(m,R,SIG) packet with SIGo KGC.

Step 2: KGC receives the packet with SIG, veriffi&
using KGC =DR, a5 follow:

1) Computesy = x, modn-

2) e=H(m).

3) KGC can validate SIG by checking whether the

equationSgx P-R=eKGC - DR, xP holds.

Step 3: KGC calculates the partial private key oif Ahe
equation holds. Using the following steps:

1) KGC computeg, =H, (ID-DR,)-
2) Randomly selects/[jz;, computesy = yxP and
partial private key for Aid, =sz, +y
KGC works as follows to sendsdto A through secret
channel in step 4.

Step 4: KGC encryptsadoy ID=DRyto form dA and then

signs d, by its private key to forn8IG,. KGC sendsd ,
andSG; to A (signature like stepl).
Computesd; = E;,_q, (d,) andsIG, = Sign(d,) -

Step 5: A received;\, verifies S G; by KGC's public key

and then decryptﬁi}A by KGC - DR, {5 obtains d.

A can validate its partial private key by checkinbether
the equationd,xP=Q,,..H,(ID-DR,)+Y holds. The
partial private key is valid if the equation holdsd vice
versa. A device primary key pair is only used fewvide
registration for a single device. KGC will ignoragicated
use of any key pair. Phasesl1-3 are performed by KGC
while phases 4-8 are performed by user.

Set-Secret-Value
Select a random numbag 0z, as secret value.
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Set-Public-Key

Taking Params, an A’s partial public key, and
its secret value x,as input, this algorithm
generatesQ, for the user with identityid, as

follows: Q, = (x, +d,)x p -

Set private key

It takes Params, A’s partial private kelyand the
secret valuex, as input, and returns the A’s full
private keysK, -

sk =% +d;

A can usex,, for next communication with other
devices in the smart grid network.

Signcrypt

In this phase for transmitting message from smart
meter to the utility server or vice versa, these

operations are done. We assume that sender is A
and receiver is B. To send a message{01}"to

B, A works as follow:

1) Randomly selegtjz; .

2) ComputeR =r xP = (x, y,) and
v =x,modn (if v=0 then go back to step
1).

3) A produces its timestanip with its local
time or trust time server. Computes
Ty =Hy(t)modn, K =T,r xQg = (X, Yi) -

4) Computesk =H, V||x, |ly,) a@s session
key.

5) Generates cipher te@t=M Ok .

6) Computese=H,(M [T, /1D, [1Dg)

7) Computess = (esk, +r)modn.

8) A sends the signcrypted text
o=C,RST,ID,)ptoB.

Unsigncr ypt

Upon receiving a new message for unsigncrypt a
cipher texv = (C,R,S,T,,1D,), the receiver B acts
as follows:

1) By usingR, computeg = x modn -

2) Produces its timestamp and computes
T = H,(t,) modn.
B checks whether®<Ts-Ta<a for
receiving message. B accepts the message
if the above equation is true otherwise
neglects the old messag%. is delay time
between sending and receiving of a
message in the communication link.
Computex = Rx sk, T, = (k,,k,) -
Computek = H, (I1x Il y)-

3)
4)
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5) Decrypts ciphertexyt =C k.
6) Computeg=H,(M ||T,|[ID,||IDg)-
7) B accept M ifsP-R=eQ,, Otherwise A does not

send this message to B.
In figurel the details of proposed CLSC schem&dss.

a) signeryption

I sy )
J \eienl)

‘ |

Secret

Sender's public key

key
i \. |
Ny
IDof sender —» |Unsigneryption Digital
—, |Unsignery signature
1D of recipient —

7
Timestamp —
Uses the public ke of sender, point (R) for verifying

Uses the private ipient, point (R) and ti

Figure 1: The proposed CLSC scheme

an3eubs eyB1p au sayuan

EVALUATION THE PROPOSED SCHEME

In this section, we evaluate the security perforceanf the
proposed scheme. Most of these results are basedtieon
elliptic curve discrete logarithm problem (ECDLECDLP

is a computational infeasible problem [4].

Confidently
The attacker to decrypt the cipher text C requihessecret
key(K) . As regards, the attacker just knows the p&Qy

and P, if attacker tries to derive the secret kaypust solve
the ECDLP. On the other hand the attacker doeshaot
knowledge of secret parameter r or designated iesttlp
private key. As previously mentioned, this problém
computational infeasible.

Authentication

The recipient decrypts the cipher text C and ge¢spiain
text M. It can use Eq. (2) to authenticate corressnof

received message and sure no change message in th

transmission process. The proposed scheme resistém
man in the middle (MITM) attacks.

FoR=Q (2)

Integrity

Integrity of the proposed scheme is proven usitigviong

equation:

Ky =TarxQg =TI x(Xg +dg) XP=T,r(x; +sZ, +y)xP

Ky = RxSkB'TA =rx PX(XB +dB)xTA :TA'r(XB +8Zg + y)xP
3

Both of participants calculate the same session key
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Unforgeability
The attacker to forge valigv ,R,S,T,,1D,) should

have the private key of sender and the secret
parameter r. Assume that the attacker with
eavesdropped link channel, generates forge

(M ,R ,S,T,,ID,), it must generatee’ and
S’ using Egs. (4), (5). The attacker to get the
secret parameter r froRi=r xG  should solve the

ECDLP firstty which is computationally
infeasible. The attacker does not have private key
of sender o) it cannot forge
(M ,R ,S,T,,ID,). Therefore, our proposed
scheme satisfies unforgeability.

e=H,(M'|IT, 1D, [|D;) @)

S =(esk, +r)modn (5)

Non-repudiation
This feature is proven like unforgeability.

Forward secrecy

The forward secrecy of message means that if
compromising the long term private key of sender
X, the attacker is not capable of decrypting the
previously signcrypted messages. The sender (A)

uses the session kel for encrypting a message

(M) and the session key has resilience to
disclosure of secret parameter r. The attacker even

got private key of senderﬁkB and signcrypted text

(C,R,S), who still cannot compute session key in
Eqg. (6). If it wants to get r from R, it should el
the computational infeasible problem ECDLP.

K :TA.TXQB :(Xluyk) (6)

Public verification
Given (M ,R,S,T,,ID,) anybody can verify the
signature by checking ti#» - R=eQ, condition,
without any need for the private key &for B.
Therefore, our proposed scheme provides the
ublic verification properties.
n table I, time complexity of various operation
units to the time complexity of executing the
modular multiplication is given[4]. In table Il ntie
complexity of proposed scheme is compared with
previous schemes. First of all, by considering
execution time of each operator, total needed time
cost for different schemes are identified. Then,
with reference to table I, total times regarding
needed time for modular multiplication operation
is expressed. Considering table II, our proposed
model has less time complexity and calculation
cost than schemes [7,10,11,12] in signcryption and
unsigncryption. Moreover, our proposed model
doesn’t need pairing compute. However, schemes
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[8, 12] which are pairing based, bring about toocmu

calculation cost in transmitter and receiver sides.
Table | : Conversion of various operation unity UL

Conversion of various
operation units to TMUL
Time complexity for executing the Toe C 240,
modular exponentiation

Time complexity for executing the Tooo
modular addition

Time complexity for executing the Tee wor £ 29T,00
modular multiplication -

Time complexity for executing the Tee aop 0 012T,,,.
multiplication of a number and an -
elliptic curve point

Time complexity for executing the T 03T,
addition of two points in an

elliptic curve

Definition

is negligible

uL

Table Il. Comparison of proposed model’'s time ctaxity with previous

models

Py Time complexity Complexity inT,,

T

% SC uUsc SC uUsc

[v]

88 116
BTecmoe * Tuu ATec oL
) Tuo T2pal T, +3pa

(7 +T.p +2pa +3pa mue T 2P muL TP
19 2T 7207 5387

[ K] PV EXP MUL MUL
11]

[] 6Tee 8Toe 1440T,, 1920T,,,
12 Tec-mu + 2T Mec-wu 31T, *P2 16Ty
[ ] +3Tap + P2 +pa +3pa

2-I—EC—MUL +
Ours 2Ty 3Tecmu GOTMUL 88TMUL
+Taop + Ty
CONCLUSION

In this paper we proposed a new scheme of cettfiess
signcryption based on elliptic curve. It is suigblor
creating safety in smart meter communications aath d
concentrator node at NAN network in smart gridddesn’t
need extra computation for certificate and has
bandwidth load compare with models [5,6] which laased
on PKI. Additional, proposed CLSC is pairing fr&ince
paring is costly on elliptic curve, our proposetiesme has
less calculation cost than models [7,12]. Our psego
model needs two point multiplication operations,otw
modular multiplication operations and one modular
addition operation. It also needs three point mli¢tation
operations and one modular multiplication operatfon

unsigncryption. Evaluation results confirm

proposed scheme is more efficient than previousrsels.
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