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ABSTRACT 
Recently all Japanese electric power companies are 
implementing smart meters to improve their operation 
and customer services. In this paper, we explain the new 
operation system of KANSAI Electric Power Co. to 
support smart meter data providing service. 

INTRODUCTION 
Recently all Japanese electric power companies are 
implementing smart meters to improve their operation 
and customer services. Since the Great East Japan 
Earthquake in 2011 caused short of electric power in 
Japan, many consumers have focused on efficient energy 
usage and expected smart meter as one of the key 
devices.  
To meet the expectation, Japanese government 
encourages electric power companies to accelerate the 
installation of smart meters, and to provide consumers 
with power consumption data from smart meter to 
consumers’ HEMS (Home Energy Management System) 
directly. This service is commonly called as B-route 
service in Japan.  
On the other hand, smart meter data is considered as 
personal information, so adequate protection is required 
in smart meter data operation.  
In this paper, we explain the new operation system to 
support smart meter installation and B-route service. 
 

KANSAI’S SMART METERS 
We, KANSAI Electric Power Co., apply plug-in module 
structure for our smart meter, which is composed of a 
communication unit, a metering unit, and an optional 
function unit (Fig.1). The reasons why we apply this 
structure are because it makes us free from live-line 
work that may cause injury due to electric shock, and 
realizes reasonable replacement of meters. For example, 
in Japan, we have to replace each our meter for 
certification every ten years, so we have replaced 
traditional meters with live-line work. On the other hand, 
in case of smart meter replacement for certification, we 
are required to replace the metering unit only without 
live-line work. As another example, if we change 
communication method in some reason, we can replace 
only communication units. The characteristics of each 
main component are as follows. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Fig. 1 Smart Meter (plug-in module structure) 
 
(1) Communication unit 
From the viewpoint of connection stability and running 
cost, we apply two types of communication units, which 
are wireless multi-hop method for detached houses and 
PLC (Power Line Communication) for large multi 
dwelling building (Fig. 2). 
Some customers having HEMS may require B-route 
service (Fig. 3), then we apply two types of B-route 
communication function for each communication unit 
mentioned above. 
 
 
 
 
 
 

Proper communication 
media can be selected. 
 

Communication unit 
 

Metering unit 

Ø Certification is only for 
this unit 

 

Optional function unit 

Ø Switching function is achieved by SW-unit 
Ø On/Off work is done remotely 

Each unit can be installed and replaced 
without live-line work. 
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In order to expand B-route service all over Japan, the government indicated the details
of B-route service as follows.
- Communication method for B-route service is wireless (920MHz) or PLC.
- Provided data in B-route service are electricity consumption (Wh) every 30 min.,

present current (A), and present electric power (W).
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Fig. 2 Wireless multi-hop method and PLC 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3 Overview of B-route service 
 
 
(2) Metering unit 
 In order to meet various customers’ condition, we have 
prepared multiple types of metering units. Wire 
connection types are single-phase 2 wires, single-phase 
3 wires, and three-phase 3 wires. And capacity types are 
5A, 30A, 60A, and 120A. Besides two –way 
measurement units which can measure both load and 
reverse power flow have been added. 
 (3) Optional function unit  
We can apply a switching unit or a voltage measurement 
unit as optional function unit if necessary. 
(4) Terminal cover 
We can choose the normal terminal cover or the special 
terminal cover against rain for all unit combination. 
 
 That is why we can select the suitable unit combination 
out of (1), (2), (3), and (4) according to customers’ 
condition. 

ISSUES 
 As a result, unit combination pattern has exceeded 
three hundred fifty. All types of units are shown as 
Table 1. 
 

Table 1 Types of units 
 

<Communication unit> 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

<Metering unit> 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

< Optional function unit (switching unit) > 
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Phase Capacity

Single-phase 3 wires, 
Three-phase 3 wires

60A

120A

Meter Data Management System

New system

meter construction results
meter construction records
implemented site

Customer Information System

Supervisory Control System

Distribution Management System

HEMS

Smart meter

We set up the password to the smart meter with the hand held devices loading 
the password. However, the password is not displayed.

Customers set up the password to HEMS

KANSAI

○ ×

Other persons can’t get the password.Even the worker can’t get the password.

(encrypted)

< Optional function unit (voltage measurement units) > 
 
 
 
 
 
 
In addition, we must take care of information security in 
B-route service. 
 Consequently we have faced following three issues in 
offering the service according to customers’ application.  

- How to select the most suitable unit combination 
out of over three hundred fifty patterns. 

- How to keep smart meter data secure under the 
condition that there is connecting port for a 
customer to access smart meters directly. 

- How to support customers in case of 
communication failure from a customer’s HEMS to 
a smart meter. 

 

SOLUTIONS 
(1) New system to select best unit combination 
In order to select the most suitable unit combination, we 
need various data, such as meter property, meter 
construction records, meter allocation information, and 
so on. However such data has been accumulated in 
different servers separately and is being updated in daily 
operation asynchronously, so we have developed the 
new operation system to support selecting the most 
suitable unit combination.  
To be specified, the new system links to related data 
servers, and can search for necessary data when smart 
meter installation is needed (Fig.4).  
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4 New system searches necessary data 
 

Because we attach the specific code to all related data of 
each customer contract, the new system can extract 
necessary data to select the most suitable unit 
combination easily and quickly by checking the 
following points.  
 
- Whether the communication unit is suitable for the 

condition. 
- Whether the communication unit and the metering 

unit have two-way measurement function if the 
customer applies for renewable energy 
interconnection. 

- Whether the communication unit and the metering 
unit have B-route service function if the customer 
applies for B-route service. 

- Whether the metering unit and the optional function 
unit (switching unit) are suitable for the customer’s 
contract type. 

So, even if designers mistake unit combination, the new 
system informs them with error message and can’t finish 
the design. 
 
 (2) Password to ensure information security 
In order to keep smart meter data secure, we set up the 
password to the smart meter with the hand held devices 
loading the password from barcode printed on the work 
order (Fig.5).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 5 New system remotely control the password 
 
The password is not displayed on the hand held device, 
so even the worker who sets it up can not read the 
password. Also, the password in the barcode is 
encrypted, so even if other persons load it from the 
barcode using their own devices, they can’t get it. 
Moreover we can rewrite the password in each smart 
meter remotely by letting the new system cooperate with 
Supervisory Control System when customers move or 
lose the password (Fig.6). Although we can rewrite the 
password with hand held devices at the site, we have 
developed the remote rewrite method because it is not 
efficient to go to the site to rewrite the password every 
time when customers move or lose the password. As our 
security policy, we separate the control system, such as 
Distribution Automation System and Smart Meter 
Control System, from other operation systems. So we 
have developed the data cooperation method with Relay 
Server. For example, when the new system rewrites the 
password of the smart meter, the new system puts 
necessary data on the Relay Server, and Supervisory 
Control System picks up the data and rewrites the 
password in a smart meter remotely.  
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Indicated message
Status of Items

probable cause
startup Authentication Connection Communication 

unit

OK ① active status clear clear clear normal

NG

② HEMS is failure clear failure failure normal Password input to HEMS is wrong.

③
HEMS is
unconnected clear clear failure normal

・HEMS is turned off.
＜In case of WLAN＞
・Distance between smart meter and HEMS is far.
・There is interderence between HEMS and smart meter.
＜In case of PLC＞
・There are devices which reduce a signal.
・There are devices which generate occur a noise.

④ abnormality failure clear / failure failure abnormality ・Communication unit could go down.

Besides, to enhance information security, we limit the 
authority of accessing the new system to the employees 
responsible for B-route service. 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 6 New system remotely control the password 
 

(3) Support customers in case of communication failure 
When customers face trouble with communication 
failure after initial configuration of HEMS is completed, 
we should deal with it quickly. As the countermeasure, 
we can get status of communication between a smart 
meter and a HEMS by hand held devices at the site, also 
by the new system via Supervisory Control System 
remotely. The status information we can get is shown in 
Table 2. Based on the information, we can specify the 
cause of failure and deal with it quickly. 

CONCLUSION 
By the new system, we have dealt with application from 
customers without any trouble since August 2015. 
Through the service, we expect contributing to the 
progress of consumers’ efficient energy usage. 
 
 

 
 
 
 
 

New system 
 

Relay Sever 
 

Supervisory 
Control System 
 

MDMS 
 

HES 
 

Table 2.  Status information 


